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“Cloud applications have
amorphous, polymorphic
attack surfaces.”
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Customer content

Customers

AWS Foundation Services

§
Titfamazon

AWS Global
Infrastructure

Edge
Locations

Customers are

responsible for

their security IN
the Cloud

AWS is
responsible for

the security OF
the Cloud



Customer content

Customers are
responsible for
their security IN
the Cloud

Independent validation by experts

« Every AWS Region is in scope
ﬁ\ « SOC1 (SSAE 16 & ISAE 3402) Type I

« SOC 2 Type Il and public SOC 3 report
iIsmA ¢ 1SO 27001 Certification
» Certified PCI DSS Level 1 Service Provider

 FedRAMP Certification, HIPAA capable
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EC2 Management Console

@ https://console.aws.amazon.com/ec2/v2/homelregion=eu-west-1#Instances
Services v dit admin @ 670934762290 v Ireland v Help v
aunch Instance Connect Actions v
< L - B 2)
Events
Tags Filter Allinstances v  Allinstancetypes v Q Search Instances X 1 to 4 of 4 Instances
— Name ¥ -~ |InstancelD ~ Instance Type -~ Availability Zone v Instance State ~ Status Checks ~ Alarm Status ~
Instances @ it i-157¢c445d m1.small eu-west-1b @ running @& 22check...  None -
Spot Requests adrien i-38eaB477 m1.medium eu-west-1b @ running @& 22check...  None -
Reserved Instances mail i-4e507502 t1.micro eu-west-1a @ running & 22check...  None -
minecraft i-bee14ef3 m1.large eu-west-1c @ running & 2/2check... None -
AMIS 1 < m »
Bundle Tasks Instance: i-157c445d  Public DNS: ec2-46-137-170-115.eu-west-1.compute.amazonaws.com [ — o s
- Description Status Checks Monitoring Tags 3
I Instance ID  i-157c445d Public DNS  ec2-46-137-170-115.eu-
Volumes west-1.compute.amazonaws.com
Snapshots Instance state  running ElasticIP  46.137.170.115
Instance type  m1.small Private DNS  ip-10-55-77-33.eu-
west-1.compute.internal
» . Availability zone  eu-west-1b Private IPs ~ 10.55.77.33
Security Groups
X Security groups  Git_Repository. view Secondary private IPs -
Elastic IPs
rules
Placement Groups il Scheduled events  No scheduled events VPCID - i
© 2008 - 2013, Amazon Web Services, Inc. or its affiliates. All rights reserved. Privacy Policy Terms of Use Feedback




AWS CloudWatch
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AWS Trusted Advisor Security

([P Rrefox =
Trusted Advisor -

@ https://aws.amazon.com/support/trustedadvisor

Trusted Advisor Download All §, Refresh All C*

E=TEE——)

Trusted A
customer

isor program monitors AWS infrastructure services, identifies customer configurations., compares them to known best practic
/hen opportunities may exist to save money, improve system performance, or close curity gaps. Help us make Trusted Ad

Y

& No issue detected Investigation Recommended B3 Action Recommended & Not Available
Summary Cost Optimizing Security Fault Tolerance Performance
$5,075 32 8 0
In potential annual savings Opportunities to enhance security Recommendations to improve availability Opportunities to improve performance

N N B

DS B O

Cost Optimizing Security Fault Tolerance Performance
Suppressed (0) Suppressed (0) Suppressed (0) Suppressed (0)

Recently Launched Checks

Amazon Route 53 High TTL Resource Record

» New Sets @2 0 of 16 resource record sets have TTL values that are too large.
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AWS Inspector

Agent 7|8t - 0] S|7|0] 4 EQF =& ZITh
Hob Xt A4t - 10| E XS

APIE

Set X532

Rule Package

CVE (common vulnerabilities and exposures) - X7 &=
Network security best practices — 47 &5

Authentication best practices — 971 &3

Operating system security best practices — 47l &5
Application security best practices — 27| &=

PCI DSS 3.0 readiness — 2571l &5
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MONTREAL (Coming soon)
BEWING

o ) RELANO FRANKFURT
“ 0) @ seout
OREGON
O UK (Coming soon) O

NINGXIA (Coming soon)

N. CALIFORNIA
N. VIRGINIA L
INDIA (Coming soon)
AWS GOVCLOUD
SINGAPORE
SAO PAULO

Ragion &

Number of Availability Zones SYDNEY

New Region

Coming Soon
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AWS Key Management Service
Integrated with Amazon EBS

Create Volume
Type (i) ' General Purpose (SSD) v |
Size (GiB) (i) 100 | (Min: 1GiB, Max: 1024GiB)
IOPS (i) 300/ 3000 (3000 IOPS bursts and baseline of 3
IOPS per GB)
Availability Zone (j) 'us-east-1b v |
SnapshotID (j) [I‘}%Em: h (case-insensitive
Encryption (i) @ Encrypt this volume
Master Key (i) |CriticaIData b

Key Details

Description
Account
KMS Key ID

This key protects critical data in my account
This account (RS )
DO 2 0ec-33d40cacf295




AWS Identity and Access Management (IAM)
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AWS CloudTrail

AWSA S| BE H3|ERi0] i3t =7

CLI

CloudFormation

Console

ElasticBeanstalk

EC2 RedShift
RDS ? VPC

BE EYU2 API AI238H= AH|AQ}
=E X2 E ALEHAZO| 50

ol ek

CloudTrail2
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User | Action | Time
Tim |Created | 1:30pm
Sue | Deleted|2:40pm
Kat |Created| 3:30pm
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AWS Config
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AWS Config Rules
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AWS Config Rules

o

RUleS Status @

This view determines if any rule that applies to the resource is currently non-compliant. You can view compliance by rule, which tells you if any resource within scope of the rule is currently non-compliant

© Add rule(s) <
Rule name v  Compliance status v  Editrule Rules overview at Aug 18th 2015 4:35 AM
CloudTrailEnabled 1 Non-compliant resource(s) V4 Rules
100 +
VerifyVolumeEncrypted 1 Non-compliant resource(s)
8

AttachedEIPs Compliant &
EC2InstanceProfileRoleRestricted Compliant V4 6 7
InstancesinvVPC Compliant V4 4
SecurityGroupPorts Compliant V4 )
SecurityGroupSSHPort Compliant P4 Non-compllant _ Compltant Total
TagsOnResources Compliant I All rules Trend overview
UpdatedUsersKeys Compliant &

Time range 30 days v

50
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30 / —

25 ’\

20 / 4

15 "

10

ol I

10 15 20 25 30 Days




AWS Config Rules

= AWS Config Dashboard > Resource > Config Rule

R3: EBS Encrypted

Manage Resource = o
| All EBS volumes must be encrypted |

Now

Resource scope

Resowurce id Name Resowurce type Compliance Status
vol-123324 myVol3 EBS Volume Noe-comphance
vol- 3784680 ebsVol2 EBSS Volume Non-compliance
vol-10dksSey vobame34 EBS Vvolume Non-compliance
vol-10dksSe volorme 123 EBS Volume Noncomphance

» Configuration details

Oescliption Lorem ipsum dolor st amet, consectetuer adipiscng et sed diam nonwrmnmmy

Acknowledgement peried 7 days

Critical Yes

Parameters

Allow AWS 1o manage
this

contrel for you

» Relamonships (0)

» Changses (0)
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